OSU Payroll Services    
Segregation of Duties
                          

OSU Payroll Processing Policy
SEGREGATION OF DUTIES
WHAT SHOULD I KNOW ABOUT SEGREGATION OF DUTIES?

· Segregation of duties is a term that means roles and responsibilities have been divided between employees so that no single employee will have the ability to both initiate and approve financial transactions. 
· To protect your College/VP Area from potential fraud, it is important that the person who approves HR/Payroll transactions is different from the person who enters them.  To help maintain this segregation of duties, HR/Payroll roles have been divided into two types:

· Initiator Role – May enter and/or change data in the HR System

· Approver Role – May view information and conduct approval functions in the HR System, but does not have the ability to enter and/or change data.  May also review, audit, reconcile or approve functions outside of the HR System.


· A person who has been assigned to an Initiator role cannot have any Approver roles including HR System Approver or paper-based approval roles.  For example, someone with the Timekeeping Entry role cannot also fill one of the Approver roles (i.e., Timekeeping Approver, Department/College Approver, Financial Reconciliation, Job Data or Additional Pay Approver).  

The following tables describe the roles that must be assigned to unique individuals:
	If You Have Any of These

 INITIATOR Roles
	You  CANNOT Perform Any of These APPROVER Roles

	Timekeeping Entry
· Time Entry

· Launch Pad
	· Timekeeping Approver

· Department/College Approver

· Review and Audit

	HRP – Basic

· Position Data Entry

· Job Requisition Entry

· Personal Data

· Emergency Contact

· Identification Data
	· Audit Report Review and Approval

· Financial Reconciliation

· Fluctuation Analysis

· Additional Pay Approver

	HRP – Plus

· Job Data

· FML

· Leave Accrual
	

	Additional Pay Entry

· Additional Pay (except OK to Pay)
	


HR APPROVALS and DOCUMENTATION:
· Payroll processes must be incorporated into the College/VP Area Internal Control Structure and Delegation of Signature Authority documentation.


· Approvers must have the knowledge and authority to approve transactions and must be held accountable for those approvals.

· Compensating approval controls must be in place where HR System approvals are not available e.g. Job Data.

· Supporting documentation is required for all transactions and must be maintained in accordance with the University Record Retention Schedule.
· HELPFUL LINKS: 

Financial Record Retention Policy
WHAT MUST I DO TO SEGREGATE DUTIES?
1. Confirm that the Internal Control Structures and Delegation of Signature Authority Documents are complete and accurate for your unit. Additionally, the documents must be reviewed and approved by the Dean and SFO.
2. Review current staff responsibilities to determine if an individual performs as both an Initiator and an Approver. 
· If you would like more information or assistance about potential staff design models that can help your unit effectively segregate duties, please contact Payroll Services at payroll@hr.osu.edu.

3. If conflicts are found, assign conflicting roles to a different employee and update the department Internal Control Structures and Delegation of Signature Authority Documents.   
4. If necessary, change approval responsibility in order to maintain segregation of HR/Payroll duties.  

5. Address necessary adjustments to the employees’ HR System access to access@osu.edu. 
· ADDITIONAL INFORMATION about requesting HR System access can be found at HR Access Information 

WHAT MUST I DO TO MAINTAIN SEGREGATION OF DUTIES?
1. Regularly review staff responsibilities. Using the Segregation of Duties Report (SOD) to confirm that no individual has been assigned both an Initiator and an Approver role in the HRIS System.
· ADDITIONAL INFORMATION about the Segregation of Duties Report can be found in the e-Reports Portal at www.ereports.osu.edu. 
2. Confirm that there are no conflicting duties when developing new internal job descriptions.


3. Carefully consider what roles you assign when a new employee joins your staff and do not create new internal job descriptions that require employees to perform conflicting duties.


4. Develop a back-up plan for how you will maintain segregation of duties when a key employee is unexpectedly absent.


 5. Remove HR System access when an employee is terminated
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